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Faster, secure access 
to device keys
The Key Management Portal (KMP) is an application that centralizes and secures the encryption keys pro-
tecting every Itron Smart Water Solution. A user-friendly way to administer keys for the Intelis wSource water 
meter and Cyble 5 communication module, the KMP provides an end‑to‑end security framework that strengt-
hens data protection while improving operational efficiency. 
  

HOW IT WORKS								      

The key management process works as follows from key administration to delivery:  

Access through Customer Center:

Customers and partners sign-in through 
Itron’s Customer Center to access the Key 
Management Portal. 

Devices and ownership are linked:

Compatible with Itron’s Intelis wSource and 
Cyble 5, devices are linked to the appropri-
ate customer or partner account using order 
information and serial numbers. 

Keys are requested or claimed:

Users can request new keys, retrieve exis-
ting keys, or transfer customer ownership.

Keys are generated and protected:

Device key files are generated and secured 
using customer-provided GPG certificates, 
ensuring only authorized users can access 
them. 

Keys are downloaded and used:  

Once available, keys can be securely 
downloaded and decrypted for usage with 
Itron’s Temetra solution and any 3rd party        
compatible system.  
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KMP is built to deliver 
practical advantages 	to customers:

DESIGNED FOR 
PROTECTION

Centralized 
Security

A central, secure location 
for Intelis wSource and 
Cyble 5 encryption keys

Fast 
Access

No manual requests, 
no waiting times

Full
Visibility

Clear view of devices
and ownership

End-to-End
Security

From the device
to key handover


